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o Capture and discuss community of practices software assurance
Issues

 Share best practices
* Provide community input to and comments on:
— DHS and DoD Guidebooks relating to Software Assurance
— National and International Software Assurance Standards
— DHS and DoD Policy Guidance on System and Software Assurance

¥ Homeland
9 Securlity
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* In support of acquisition, management, and engineering and
practices for software and systems assurance:

Community consensus standards for addressing assurance concerns
throughout the system and software life cycles

Process benchmarking tools for assessing organizational capability with
respect to assurance

Practice guidebooks providing compendiums of best practices and
lessons learned

Community input to acquisition policy and guidance

Homeland
Security
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Project leadership and team members need to know
where and how to contribute

» Assurance PRM defines the goals and practices
needed to achieve SwA

for Assuranc * Assurance for CMMI ® defines the Assurance
- Thread for Implementation and Improvement of
Methodologies Assurance Practices that are assumed when
For Achieving Assurance using the CMMI-DEV

Detailed Criteria _\ /_

Understanding gaps helps suppliers and
acquirers prioritize organizational efforts and
funding to implement improvement actions

https://buildsecurityin.us-cert.gov/swa/procresrc.html
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Mission/Business Process Measure Your Results

Information System

Understand Your Business
Requirements for Assurance

Build or Refine and Execute
Your Assurance Processes

Look to Standards for
Assurance Process Detail

nderstand Assurance-Related
Process Capability Expectations

£ Organization Support
1Y

=\

Adapted from: Paul Croll, Computer Sciences Corporation, August 2007



Enterprise-Wide Risk Management

STRATEGIC RISK
FOCUS

= Multi-tiered Risk
Management Approach

= Implemented by the Risk TIER 1
Executive Function Organization

= Enterprise Architecture (Governance)
and SDLC Focus

= Flexible and Agile
Implementation TIER 2

Mission / Business Process
(Information and Information Flows)

TIER 3

Information System
(Environment of Operation)

FISMA 2010 and Beyond
Strategic and Tactical Risk Management and the Role of Software Assurance
Ron Ross, NIST

Software Assurance Workshops
June 21, 2010
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* Analyzed freely available models to determine how various models
address similar goals and practices

* Identified the intersections of the common practices amongst the
models regardless of the intended audience and levels of granularity

 Intended to support “Getting Started” by increasing awareness of
Improving software assurance by:

— Learning how multiple models address similar assurance goals
— Selecting practices from these models

* Provides a means for selecting models and practices that are best
suited for the individual needs of various organizations
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*Establish and
maintain the
strategic
assurance
training needs of
the organization
*Ensure
resources have
the training
needed to do
their job
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1. Foundational

(everyone)

2. Advanced

(secure coding
and testing
practices)

3. Specialized

(role-based)

1. Basic
Concepts

2. Common
Baseline

3. Custom
Training

1.

2.

Technical
Security
Awareness
training

Role specific
guidance
Comprehensive
security training
and certifications

Source: SWA Benchmarking and Implementation, Moss, SSTC 2010
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1. Create the

software security
satellite

. Make customized,

role-based
training available
on demand

. Provide

recognition for
skills and career
path progression
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— Organizations must be able to understand and become aware of risk
throughout the supply chain.

* What assurance goals are being met?
* What practices are being implemented?
* Who are the suppliers and how are they managing risk?
— Organizations need to be able to quantify and baseline assurance

and risk management activities to ensure rugged software and
software services are being developed and acquired.

— Supply chain partners must achieve increased awareness and
communication to effectively understand risk throughout the software
supply chain.
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CMMI- | OSAM MS | Developer Acquirer Implementation
Role Goal Expected Practice Activities Source | BSIMM | ACQ M RMM SDL |Considerations Considerations Level Notes
OEY Identify the system assurance GoRtest.
5P 311Understand the aperating Identify the systermn wulner abilities with each
environment and define the aperating aperating environment defined Far the AFFD
conzstrainks For assurance within the system. SP11
environments of system deployment. Identify applicable aszurance laws, policies, EF 5G1-
and constraints. PP SGI L EHIA SG2
ARDEG1 FRO:SG -
j=11R] 5E3 SR1A, 553
SP 3.1.2 Develop customer assurance AF RD SR12 REGIM SRIB COMP:SG
requirements. sPi12 SG1 2
SRz SR2s | KIM:SGEE
SH2.3 SRZE | RAM.SG
SF 313 Define product and product EFEF 2 SFDX2 | CMSGET | SA38 | KIMSG2 P7
COMPONEnt aSSUrance requirements ’ Sh3E F2
5E 3.1 Establish RSEM RISKSG1 -
ASTULANCE Al 20G1- SiE2 TAlR iy
requirements. SP 3.1.4 Identify operational concepts and AMILE TAE KIM:SGE
associated scenarios for intended and AFRD
unintended uze and associated SP31 ARLA TAzA
assurance considerations.
AMZA
AhAZ2
Ensure established assurance requirements
. For the praduct fow o lawer level solutions. | AF RD
SP 315 Analyze azsurance requirements. N ; N
‘Werify requirements against assurance SP 35
ohjectives SR | ARDSGEI| SHIB RRD:5G3
1o ;3.1.8 Ealance assurance needs AF SE a4 SMEA FH:II&S;““ i
against cost benefitz, . FRO:SG
SP 3.1.7 Obkain Agreement of risk for RISK SG4,
Assurance level. KIM 252
OEW TIETIFY 35S UTanee Oeretts 3
of corrective actions in reley RTSE:SG-
. . productstsystemsfoperationsand apply SG2
3P 321 D.e\.'eIOP aIFernatlue solutions lezzonz learned to alternative solutions;
and selection oriteria for sssuranse. Understand the assurance capabilities of Aval KIM-SG2
other products zimilar ko the one under SFDz G2 SAIE SGB )
development that have been developed
Ensure the assurance of the product from [ AF TS sFO2 |aTmscz| saza |RTSESG: F7
. the end-user’s perspective; Ensure the Pzl
. 5P 3.2.2 Architect far assurance. Lo
SG 3.2 Architect customer’s assurance responsibilities are SFO23 AVAL SAsE
asolution far specified; [dentify resources and trust SG2
ASTUrance. Understand threat related design issues for
SP .23 Design for assurance. des!gn lalternatiues Emphasize potential AF TSR BT
design issues related ta threat models or 21
tisk zoenarios when conzsidering desian SFDz2A
SP 3.2 4 Implement the assurance AF TS SP
designs of the product components. 31 AR3.2 SAIE
SP 3.2.5 [dentify deviations from AVER
assurance coding standards. Implement aFTegr| SR SG3 CR2s | RTSESEZ
Appropriate mitigation ko meet defined a1 CH2.3 CH2E [RTSE:SG2
aszurance objectives, CR1 CRIA
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Post the Updated Assurance Process Reference Model (PRM) Goals and
Practices for comment

Validate Mappings with authors of the common practices
Expand the Assurance PRM to include operations

Collaborate with MAEC efforts

Expand the mappings to include additional references and ensure alignment
with emerging efforts

NIST Pubs (i.e. IR 7622, Risk Management, Developmental Security, Security Controls)
Cyber Scope

SAFECode

Work items and standards from ISO (others?)

Other efforts that would inform the SwA Self-Assessment

Continue discussions at future SwWA events

Understanding the synergies with the SwA Self Assessment and efforts to
inform Acquisition Decisions
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What should we consider from the acquisition community’s perspective
as we move forward?



